HOW WILL YOUR INDUSTRY
RESPOND TO THE CURRENT
GEOPOLITICAL SITUATION?

Guest Editor Chris Wilkins responds to

the very real challenges facing us today
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How Can You Keep Yourself
Safe in 20267?

usiness schools have an acronym VUCA
B (Volatility, = Uncertainty, —Complexity —and

Ambiguity) to describe difficult times. We
are, without doubt, in the greatest VUCA period since
World War II, and with it comes fear. We are afraid
for the security of our enterprises, our families and for
ourselves. There is also an acronym for assessing risk,
PESTLE (Political, Economic, Social, Technological,
Legal, and Environmental factors). But while acronyms
might help us frame risks or issues into categories, it is
how we respond to risks in uncertain times that matters.
In fact, PESTLE is perhaps inadequate to describe the
security challenges and risks we face.

Political. An election, a war, or political upheaval that
upsets long-held certainties and plans or structural trends
such as populism, sanctions, tariffs, export and capital
controls. Many of these are extant issues and we need
to consider, looking ahead, what assumptions we are
making about the rule of law, cross border flows, and
property rights? We should all ask which of our assets,
partners, data and people are jurisdiction-sensitive?

‘Too many of us have become polarised and
locked in our own echo chambers of belief.
Yet who is shaping those beliefs?
Partisan media or hostile actors twist stories
that algorithms feed into our social media’

Economic/Financial. As 2025 ends there remains a fear
of the AI and crypto bubbles bursting. Economic risks
focus on a capital flow, or exchange rate, fluctuation
that damages wealth; or perhaps, stagflation, inflation
and recession. While at the Financial (micro) level we
should monitor bad debtors leading to a cash flow crisis,
solvency, single customer or lender risk, and consider
refinancing risks.

Social. A societal upheaval from unchecked migration,
to increased inequality leading to a breakdown in social
cohesion that can lead to civil unrest, policy shocks or
changing expectations of customers or employees.

Security and Resilience. Personal security - a credible
threat to an individual, family, key staff from intimidation
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to kidnapping is linked to Physical Security
where access to residences, premises and critical
infrastructure need monitoring. Our Reputations can
be damaged by a viral story from the past causing
embarrassment or financial loss. While People may
create an insider threat from within the organisation
aimed at disruption whether malignant, negligent or
coerced.

Technological. Advances in technology such as
quantum or Al will challenge the existing business
models, disrupt value chains, while a dependency on
specific suppliers or a skills fade amongst staff will
be damaging.

Cyber. A compromise to online presence that could
damage reputation or lead to a ransom request or
email compromise from phishing attacks to data
theft.

Legal/Regulatory. A case that might lead to
expensive litigation or a new regulation that affects
business with increasing extra-territoriality with the
political use of the rule of law. How watertight are
contracts for change of control or termination rights?

Third Party/Supply Chain. You can damage your
brand through a weak partner or supplier opening
you up to extended enterprise risk beyond your
zone of control. Are you over reliant on one partner
or supplier? Do you understand the cyber and data
sharing risk throughout the supply chain and how
exposed is the chain to geopolitical risks, financial
instability or compliance failure?

Competitor. What if a rival company introduces an
innovation or new business model from product or
pricing structures to automation and offshoring thus
diminishing your competitiveness? What is your
competitive intelligence plan?

IP or USP. Threats to your intellectual property or
unique selling point can be theft or leakage from
insiders or criminals or rivals while new technologies
might erode the possibility of IP enforcement. What
if your IP or USP becomes obsolete?

Environmental. An act of nature that can destroy
business or family locations, or the business bottom
line. There are Acute Risks such as wildfires, floods,
hurricane and earthquakes, Significant Shifts in
temperature, water availability, sea level impacting
insurance models and Reputational Pressure from
campaigners, policy shifts, or carbon pricing.

Knowledge. What is true, what is fact, what
is assumption, what is a lie, what is driven by
algorithms? In 2026 do not be over reliant on the

latest algorithm. Consider bad information from biased
data, poor models and faulty metrics. Be conscious of
disinformation, misinformation and bot amplification.

Existential — a combination of some of the above risks
that would lead to catastrophic consequences. Many
of the above risks overlap and intersect and whether a
family office or a global enterprise the best way to plan
is to run scenarios and challenge — “cross-check”.

The Risk Landscape in 2026

As we look to 2026 at the macro level we face the
existential risk of full-blown global war; while at the
micro level we might be concerned that privacy no
longer exists, that our freedom of speech is eroded,
that our neighbourhood is no longer safe or that our
democratic vote has no value. There is a sense that the
big powers approach is autocratic and can be summed
up as “might is right”.

Will the Russo-Ukrainian war escalate into a NATO
Russia conflict (beyond the hybrid war that is already
in full play)? Will China invade Taiwan? What is
Trump’s next international move? These, to quote a
former US Defense Secretary, are ‘known unknowns’
except perhaps respectively to the leaders themselves.
For us they are scary unknowns that fuel dinner party
conversation and conspiracies.

What can we do? We should not be complacent. We
should plan for the worst and hope for the best. Where
would you and your family be safe in the time of full-
scale war? Do you have a safe location to go to? If not
do you have a generator, water, and dried food supplies
to last at least a few days? To some readers this will
feel over-dramatic but in terms of risk management
the impact of a global war would be high, and the
likelihood has moved from low to medium. There is no
room for wishful thinking.

From Global to Hybrid

But even if physical global war seems far-fetched the
hybrid war of disruption and disinformation is all too
real. Too many of us have become polarised and locked
in our own echo chambers of belief. Yet who is shaping
those beliefs? Partisan media or hostile actors twist
stories that algorithms feed into our social media and
reading habits. Artificial Intelligence training models
are being fed false data to rewrite history, so that when
you search, the references that appear look real. Al
bots churn out conspiracies and lies, while prediction
markets seek to influence our votes.

Protecting yourself and your organisation

The answer is to question, to learn how to prompt for
GPTs, to engage with people, and to read books. In
short, to be more analogue. We all know that airplane
doors should be shut when flying but there is a reason
why air crew “cross-check” every single flight, and
that is what we should do with our social media feeds.
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Common sense demands sanity checks.

At a more fundamental level we should constantly
run our own ethical and risk health checks or ask for
external help. If you put convenience above security,
you are raising the chance of something going wrong.
Just as we get used to two-factor authentication, so the
tech industry introduces passkeys, but these are not yet
universally adopted so 2FA remains essential. Will 2026
see the end of the password?

We should also think about what we buy. Chinese
goods and tech may be cheaper, but the Chinese
Government is harvesting data and stealing IP on a state
not merely an industrial scale. But now in Europe we
have concerns about former allies acting in a similar
vein. And yet it is the global tech firms (nearly all US)
who know more about us than any state. Some argue
that if they have nothing to hide then they do not care
who sees their data. That is until some new ideology
challenges long held beliefs. Will practising a particular
faith (of whatever creed) be acceptable in a non-liberal
world?

Staying Human in VUCA times

So how to be secure, or even optimistic, in VUCA times?
Being at peace with oneself is a start. Breathe deeply
and listen to your heart. Slow down the pace of life a bit
and focus on what is important to you that does not have
monetary value. Put life into its true perspective. This
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grounding of what really matters is important in finding
a safe space.

If you face any of the issues above or seek greater
understanding, then reach out to those you trust who
can help and advise. The adage of a problem shared
is a problem halved holds true. All risks can be
mitigated, treated or tolerated. But we should think
of those who are less fortunate than ourselves (giving
true perspective to our own issues). Nevertheless, we
should take a stand when it is important for us to do
so. We should call out misogyny, and unwarranted
aggression be it domestic or global. We should stand
up for what is moral, ethical and right yet seek common
ground with those with whom we disagree. Make that a
resolution for 2026. Stay safe. M

Anthony Monckton (London) is an expert on risk,
security, negotiation and conflict resolution. As an
Army Officer and then diplomat he served the British
Government overseas in Germany, Belize, Switzerland
(UN), Croatia, Bosnia, Serbia and Austria. In 2015
he established VE INSIGHT, a risk advisory and due
diligence consultancy based in London and Vienna.
He has a passion for the Balkans and also runs
Adriatic Green Energy in Montenegro. Anthony is
an ADR qualified Civil and Commercial Mediator.

“There’s an interesting trend that we’re seeing
now, which is companies in Germany that are

building software for manufacturing.

As they start to grow, they’ll see a much larger
opportunity in middle America. There’s no shortage
of family-owned businesses that do 100 million, 300
million. Milwaukee, yes,but also Michigan, Ohio,
similar to what we call the Mittelstadt in Germany. I
think we’ll see a lot more of that and companies being
part of a digitization story. Generally, I’m very bullish
on Europe. I know the narrative is negative. But, if
we think about — what are the sources of employment
and what can we do really well? We do have excellent
universities. We do have a lot of technical people across
every field. Technology can be a sector that generates
significant employment, whether it’s larger companies
or smaller ones. It’s a real opportunity for us.”

Justin Peimani (London)
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